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DATE:		Click here to enter date
TO:	Click here to enter company name
SUBJECT:	Protecting Controlled Unclassified Information and Cybersecurity Maturity Model Certification Requirements

Thank you for your efforts to date to secure your information technology environments in accordance with DFARS 252.204-7012; PCI Global Com (“PCI”) depends on a shared commitment with our suppliers to protect the sensitive information that supports delivering on critical customer missions. Under PCI’s Supply Chain Risk Management Program, we require all suppliers handling controlled information to respond annually to the following questions representing compliance with safeguarding Controlled Unclassified Information and Cyber Incident Reporting.

Requested Actions
Part 1 – Compliance with DFARS 252.204-7012, Safeguarding Covered Defense Information and Cyber Incident Reporting

Representation and Compliance with DFARS 252.204-7012, please check one:
[bookmark: Check1]|_|	Supplier qualifies for the COTS exception as defined in DFARS 204.7304
[bookmark: Check2]|_|	Supplier complies with all requirements set forth in DFARS 252.204-7012
[bookmark: Check3]|_|	Supplier does not comply with all requirements set forth in DFARS 252.204-7012

Part 2 – Compliance with DFARS 252.204-7019, Notice of NISTSP 800-171 DoD Assessment Requirements

DFARS 252.204-7019 and DFARS 252.204-7020 require that all contractors have and maintain a current assessment score (less than three years old, using the DCMA assessment methodology) in the DoD Supplier Performance Risk System (SPRS), and that prior to awarding contracts/subcontracts involving PCI, the contracting organization must confirm that a current assessment score is in SPRS. These obligations flow to all organizations in the supply chain who manage PCI with their subcontractors. Please ensure that you have a current DoD Assessment score in SPRS for all CAGE codes covered by your System Security Plan (SSP).

Do you have a current System Security Plan as described in NISTSP 800-171 3.12.4?
|_| Yes |_| No 
As described in DFARS 252-204-7019, have you completed a basic assessment using the NISTSP 800-171 DoD Assessment Methodology?
|_| Yes |_| No 
Have you uploaded or emailed your assessment score to the DoD Supplier Performance Risk System (SPRS)?
|_| Yes |_| No 
What is the projected completion date of all items on your Plan of Action and Milestones (i.e. the date your SPRS score will be 110)?
Click or tap to enter a date.

*************************************

Supplier Name: click here to add company name
Supplier POC (completing the form): Click or tap here to enter text.
Date: Click or tap to enter a date.

*************************************

To avoid disruptions to future business, please provide your response to the questions above to Stephanie.Sneed@pciglobalcom.com as soon as possible. 

Thank you in advance for your cooperation.
Stephanie Sneed
Federal Proposal Manager and FSO
PCI GlobalCom
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